Fraud prevention - staying
one step ahead with Opia




The Background

Fraud is the most experienced crime around the world. In the UK, it
accounts for over 40% of all crime on an annual basis*. In the US, the
Federal Trade Commission reports a 25% year-on-year increase in
fraudulent activity.

Sales Promotions are increasingly a target and Opia has an established fraud
prevention team deploying the latest technology to protect its clients and the
consumer.

Of course, organised fraudsters move quickly, constantly adapting in their
attempts to profit illegally. The Opia team dedicates its resources to staying
one step ahead to frustrate the criminals.

The Challenge

Opia created an ‘instant win’ promotion for a leading consumer electronics
brand looking to reward customers in North America.

This type of promotion can become a target for bots and Opia had several
protection measures in place - both tech led and manual - looking for
spoofing, proxies and suspicious VPN deployment.

The Solution

The promotion quickly became a target with a bot submitting 1000

claims a minute. Although this was the most sophisticated bot attack

that Opia has seen so far, 98% of fraudulent claims were stopped at the
submission page by a mix of web application tools, firewalls, CAPCHA tools
and one-time passcodes.

Without these measures in place, over 1 million claims would have been
received in 7 days, overwhelming the system and adding significant and
unrecoverable costs. Plus, with the infrastructure weakened, a more
significant and damaging attack could have taken place.

We take cyber security seriously and deploy a range of controls to protect
our infrastructure, client reputation and customer journey.
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The Results

Due to our range of cyber security tools, less than 2% of claims were
successfully submitted to our system. They were then detected by our
state-of-the-art fraud prevention software, designed to detect a range of
anomalous behaviour and over-redemptions based on diagnostics including
battery status, whether it was on a virtual machine and if the device was
plugged in.

Once identified, these claims were ring fenced and queued for our fraud
analysts and IT security staff to review and analyse. This meant that when
Opia came to draw a winner, our genuine customers were not impacted, and
we had no need to sift through many thousands of fraudulent submissions to
get a genuine winner.

Opia relies on a balance of technology solutions and manual checking by
trained fraud analysts, targeting the highest risk promotions and the highest
risk customer bases. This allows us to use technology effectively as it is
always proactively and rigorously checked.

This approach means that Opia successfully operates with a fraud rate of
less than 1%, far below the average and beating any industry standard.

*National Crime Agency
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